Course 3 - Risk and Resilience Management - Module 2
The materials developed and produced by AWWA may not be reproducedor
transmitted in anyform or by any means, electronic or mechanical, other than for
the purpose of delivering this training to AWWA customers, unless copyright

permission has been granted by AWWA Education Services.
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11 Developing Threat- AssetPairs

Module 2:
Developing Threat - Asset Pairs

Notes:

10 Module2 we will learnmore about Threat. Assetpairs
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1.2Agende

Agenda

* Discuss what makes asets crtcal

Provide examples of crticl assets

+ Define 1100 reference threats

« Idensy sources of threat and hazad information

* Show how o conductprelminary sceening using
a threatasset paic

-.\

Notes

1n1his Modulewe are oing todiscuss:

@ What makes sssets critcl
«Provide examplesof ritcalassets
«Define 1100reference hreats

«ldentiysourcesof threatand hazard nformation and
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1.3Learning Objectives

Learning Objectives

 Select critcalassets

Identify common threats and hazards

 Describe how to conduct preliminary
screening of threat-asset pairs

conductpreliminaryscreeningof Threat Assetairs.

Lansset Characterization

Asset Characterization
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Notes:

InModule e wil

«Drildown nto wht makes assetscritcl
Discuss what the AWIA says aboutritcal assets
«Explore resources youcan use tohelp select crtcalassets,and.

«Provide someexamples
15 Asset Choracterization

Asset Characterization

 Fist review the utiity mission statement

+ Interpret the mision statement to yield
actionable crteria

* What assets are required to meet the mission

of your utity
- A
Notes:
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L6 Asset Characterization

Asset Characterization

+ Bxample of apubleclyfacing,highilevel mission

The Water Authority is committed to providing high
responsibl stewardshp of our water resources
- A

Notes:

assets
Kindsof decisionsbased upona high-level misionstatement.
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W itis hard to make those
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1.7 Asset Characterization

Asset Characterization

S ———————

A

“unpack’ soto speak,

Heres an example of doing that
«Meet all qualtyand regulatoryrequirements 0% the time
i

drcumstances

Understandand meetthe needs of citcalcstomers

unexpectedallures
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1.8rtical Components

Critical Components

& W

=
Notes

riskand resilenceassessment:

«Pipes
«Constructed converances.
“Physcalbarriers

«Sourcewater

*Rawwater collcton sndintake
“pretreatment

“Treatment

«Storageand distributionfaciites
«Financialinfrastructure
“Monitoringsystems

«Elecronic, computer,and other automatedsystems
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1.9Asset Characterization

Asset Characterization

- The AWA st of el components i  god sarting
point

s mportant o define speciic il asstsfor your
iy

+ Refer o youraset management pogram for st
ettty sores

Consider the assets denthed s crtica
nerabity asessments

- A

Notes:

past

pecificfor your

Backin 2003 1o 2005

thattime can lsonform your current dayassessment.
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110 Example CiicatAssets

Example Critical Assets

~ tecomect o s wate e

conveyances. Thi ategory mightinclude such things s:

«Large diameterransmission mains, unnels aqueducts
«Lines thatreateloopingnetworks

ines thatsupplya riclcustomer, and
«lnterconnectswithanadjacent water system.

Publshedy Aricuate*Soryine winwartculate com

10

111 Example Ciical Assets

Example Critical Assets

+ Source wate itk structures, w wter o

~ Raulrorae snd ecomry e

e o N

Notes

water colletion, andtransmision:

«Surface water sources, dams, eservolrs
«Groundwatersources aguifers,wells, wel feds

«intakestructures

systems for

« they are st

consderedcriticalassets

«Manyutiities have raw water storageponds

«some uiites

storagereservole.
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142 Example Ciial Assets

Example Critical Assets

" mm— g

processes:

«Pretreatmentfor ebra musselsataraw water ntake:

«Preozonation
«Conventionalfash mix,coagulation sedimentatin,firation
«Membranetechnologies

«And,ofcourse,Disinectionand Corrosioncontrol
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11

12
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113 Example Criical Assets

Example Critical Assets

+ Storage and dstributon fcities
= Reserors, lvsed o andper,

~ Presure one nterconnecs snd P
- A
Notes:

«Reservois elevatedtanks standpipes, hyro-pneumatictanks
«High service pumping
«Distrbutionsystemnetuork

«Pressure zoncinterconnects andPRYS
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118 Example Criical Assets

Example Critical Assets

+ Hoctronic, computr and oher

automated s =
~ rocessComvosptems
eorseSstems

+ Alof these assets e vneratle to
ot

e A

Notes:

process Controlsystems
<EnterpriseSystems

The term
3 iy suchas customerbilng and paymentsystems.

Allof these assets are vlnerable tocyber atacks
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L15 Connectiviy =Exposure

Connectivity = Exposure

14

(Multipl Response, 10points, 3 attempts permitted)

Activity

” T p—

EnterpriseSystem.
The Process Controlystems nclude things ke
«Operationalcotrol fortreatment chemicals pumping vaves
Sensors forwater quality,tanklevels, flow meters

e safetysystems

“Historicaloperationaldata

A perhaps securiysystems, cameras, accesscontrol systems
Enterpriseystemsinclude things ke

customer information billng

Human Resources information,payral insurance

il busines records,contracts,legalrecords

“Asset managementsystems,workorder generation procurement
Geographicinformation systems (GiS)

And Laboratory nformation Managementsystems

[ ——

introduces vulnerabiltestocyber attacks
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x 4 auter storsgeanrecoverysysam
x e SupervsoryConrolandDitacqus onSstem{SCADAL
Fesaackwhancorret

Thats gt Youslctd hcorrct response,
Fesdhackwhenincomect:
You i notssect thecoretresrse.

) Corrct-itermaseinghospaoukdbes crcasset.

1 Correct-Ansauerstoageandrecoverysystem woukdbe crcalasset

117 Threat Characterization
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Threat Characterization
e i

o= LY

16

topicanddiscuss:
1100 eference threats and hazards

«Example customthreats, nd

«Sourcesof threstand hazardnformation
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118 1100 Reference Threats

1100 Reference Threats

+ 1100 provides a detailed lst of reference.
threats and hazards
JE——
~ Dependency andproimity azards
~ Malevolen theats

+ This s an example of how 1100 takes an all
hazards approac

- A

Notes:

categories:
“Naturalhazards
«Dependencyand proximityhazards
“Malevolentthreats

Thisis an example ofhow 100 tkes an sl-hazardsapproach

andhazards
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L19 100 Reference Theats

1100 Reference Threats

+ Natural hazards

Notes:

The naturalhazardcategory has reference threatsfor:

«Earthquakes
“Tornadoes
«Floods.
Wildires,and

wlcestorms

from 1 thru, whichalign with the Saff-Simpsonscalecategoris.

Photo:wiki commons [publicdomain) Hurrcane sabel from 5.
(htpsifcommons wikimedia.org/wiki/Fle: Hurricane_abel from_15.og)
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1211100 Reference Theats

1100 Reference Threats

+ Malevolet thrests

- et sbotge s, scveshosse)
Ry ————

A

Notes:

The malevolentihreat category includesreference threatsfor:

«Contamination
«Directed hreatsuch as physicalsabotage oran activeshooter
Theftor diversion eitherphysicalorcyber)

«Cyber nsideror outsider

“Martime.

“aireratt

«Vehide BorneBomb,

“Assaultieams

Agai,
bombsand diferentiypesofcontamination.
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1.23 Example Custom Threats

Example Custom Threats

+ Hydrologic changes
+ Derecho

* Workplace violence.

+ Ransomware

« Tertiary supply chain dependencies

- A

Notes

Here area few examplesof potentialcustom hreatsand hazards:
*Hydrologicchange

<derecho

*Workplaceviolence

*Ransomware

“Tertarysupplychaindependencies

it coukd sy

Ty undestandyourdependencie

Photo: publicdomainpictures.net (publicdomain) Orought Lake:
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1.20 100 Reference Theats

1100 Reference Threats

+ Dependency and proximity hazards
~ vt

<utiites
ey suppliers

ke employees
“Keycustomers
“Transporttion

«proximity

fuel,and temporary equipmentrental,
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122 100 Reference Theats

1100 Reference Threats

+ Consider il of th referencetheats an selectth ones.
that are sppicabe o your iy

+ St asidenappropriate, gy unihey, o low
consequenc treats and hazards

+ Document the rationsle for your deciions

+ Al considr custo threts unique t your ity

widie.
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128 Sources of Treat

Sources of Threat
and Hazard Information
+ Local hazard mitigation plan  epn
+ EPA, FEMA, USGS, NOAR
+ Water ISAC, InfraGard
+ Locallaw enforcement, F8I,
DHs

+ Ies-CERT

plan

UGS, and hurricane nformation from NOAA.

"

1CS-CERT are good sourcesofcybersecurity information.

been completely mitgated, then € may happenagain.
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125 Sourcesof hreat

urces of Threat
and Hazard Informatior
+ AWIA requires EPA by August 1, 2019 to
provide baseline information on malevolent
actsof relevance to community water systems

— Acts thtsubsancally drupt th abilyto provide
afeand rllabiedrnking wter

— Acts tht therwise present sgnfcant pubic heath

1 oconomic concerns o th

malevolent acts ofrelevance to community water sstems, Thisincluces:

FederalGovernmentand withstate andlocal governments.
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126 Sourcesof hreat

urces of Threat
and Hazard Informatio
+ AWIA requires states to provide community
water systems EPCRA Tier Il nformation
~ it importantfor wter e o know of

substances that e sored by therenites
upszeam ofthei raw water taes

ireatment and ditrbution sysem an creste

fties have o do EPC

and

createsignificantpublichealth sues.

AW
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1.27 Example Threat Workshop

Example Threat Workshop

Uty representatives
+ Locallaw enforcement
* Local mergency management

o
5 Ay Corps of Enneers
© Miltrybase representatives ertcal customer)

26

Activity
s sy ¢

workshop forarecentriskassessmentprojet:

«Locallawenforcement
+Localemergency management
<ot

8l

+US Army Corps of Engineers, and

Earvauake
x [S——
X J—

et pover

inteligence organization
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Drouate

X Trockbonn
wister

Feedackwnancorrect

Thats it You st hcorrc response
Feadbackuhanincorect:

Voudrotseettacaretrespane.
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Activity
selectallofthe tems "
below tha clasify as
Naturl threat.

Activity

Corer croke

Fansomuare
Eortquake
X e power
x sl fue

Upstesmpestsptont

x earmquske
procss abatsge

Upstreampestsptant

x orougne
X e

eedbackwhen corrct Thats g Yo seected hacarectresponse
Fesdbackhanincorrct

Voud rotseettacaretrespane.
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x pocess chemics
oot
Trckoms

X Teephones

Feedbackwhen correct:

Thatsight You slected the correctresponse.
Feedbackwhen incorrect:

You did notslect the correcresponse.
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fansomuare

Earpauake

x Upstesmpesiidepont

e power

Trektoms

wastee

Feedbackwhen correct:
Thatsight You selected the correctresponse.
Feedbackwhen incorrect:

You did notslect the correctresponse.
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133 Example Conseaquence Grteriafor PreliminaryScrening
Example Consequence Criteria for
Preliminary Screening
Notes:
oo
These arenot
people
5100000 economiclossto
butabe
theuti
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135 prelminaryscreening
Preliminary Screening of T-A Pairs
+ Conduc prfminayscreeing
+ Aoy prelminary consequence so0n
* Consdergrouping ssetsbased e
upon sset ype and proxmity
+ Use worshop o schieve ™
consensuson W T pais o
oty hrough the 100 process ==
Notes:
TApairswe
have dentiied?
e it s
plus r minus 25%.
samesize, ' You

zone.cte
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132 Threat-Asset Pairs

Threat — Asset Pairs

« Toeataset () pars ar creted by combinig.
cradethreats with el st s o

A pais re sreened based upon it stmatesof
wort resonable consequences

pais (T-Apairs)

measuresare based upon TApais.

h
«Tornado-Pump sation
«racesssabotage - Chemical metering
This an esultin anestrmelylarge numberof A ais.
A pairsbased
! “make thecut”.
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134 preiminaryscreening
Preliminary Screening of T-A Pairs
Notes:
A pais.

paic

confidence and environmentalimpacts

consequence

consequence
pais.
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pairs.
(sequence Drog-acDrop, 10 oints, 3 atemps permited)
Activity

Dragand rop the following o restethe proper
sctence fo preiminaryscrcenig of trest ssetpos.

CorrectOrder.

st potentily critcalassets

Considerthe worst reasonable potentialhreat

Score the consequences.

Prioriize basedupon worstreasonable conseauences

ottom-<ut” and selectT-A pais toretain forfurther consideration

Feedbackwhen correct:
ThatsightYou slected the correctesponse.

Feedbackwhen incorect:
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137 Knowledge Check1

(Mulcple Response, 10 ponts, 3 attempts permitted)

Knowledge Check
Whic o hes ae crfcal source waer sets? Check o
.

Comect  Choice

x Surface water sources, dams,reservoirs
x ‘Groundwater sources,aquifers wells, wels felds
X Intake structures

Flash mi, coagulation, sedimentation fitration

x ‘Aquiferstorage and recovery systems

Feedbackwhen correct:
Thatsight You selected the correctresponse.
Feedbackwhen incorrect:

You did notslect the correctresponse.
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Knowledge Check

+ Sreenng bosedponworstresonateconsequences andbatometng

[ ——

4 Nonet heatove

Feedbackwhen correct:
That' ight!You elected the corectresponse
Feedback when incorrect:

Youdid notselect the correctresponse.

Notes:

Corectanswer:e

i mostcorret

)incrret Noncf thesbovrs notestect
e
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Knowledge Check

Coret_cnoe

x [ ——————————

Widtcesnatefighting cqupnent

ot tesors

Thats ! You st hcorrc response
Feadbackwhanincorect:

Voudnotseettacaretrespae.

Noes:
e —

3 norrc. arcanes s vz

) Corec- et power and pochlortesupperredependencynazsds
Clincarect- cstorms e nturaivazeds

inorrt Wadtee arenstrsiazarss

2 InorrctNotal of hesboveredapendancyasss
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140 Glosing

This concludes Module 2. I this module we
learned:
+ Howto select criical assets

screening of Threat-Asset Pairs

ke (3] nthespr g cornr g bk
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